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USER (CT. RPTR)(DELEGATE) VISITS WEB SITE 



ENTER PERSONAL INFO 



OPTIONALLY ENTER BILLING INFO 



STORE INFO IN DB; CREATE ACCT & MARK INACTIVE 



USER PRINTS FORM SHOWING PERSONAL INFO 



USER SIGNS FORM: NOTARIZES 



USER SENDS FORM TO SIGNING SERVICE 



ACCOUNT ENABLED 



TEMP PWD SENT TO USER 



USER ENTERS TEMP PWD & 
CHOOSES PERMANENT PWD 



IF BILLING INFO ASSOCIATED WITH USER'S 
ACCOUNT, USER CAN ELECTRONICALLY SIGN 
ELECTRONIC TRANSCRIPTS 



FIG.3 



Page 29 of 42 



CREATING AN ELECTRONIC TRANSCRIPT 



USER SELECTS "CREATE ELECTRONIC TRANSCRIPT" 



TEXT OF TRANSCRIPT IMPORTED IF NEEDED 



OBTAIN THE UNAMBIGUOUS REPRESENTATION OF 
THE TRANSCRIPT INCLUDING THE PAGE NUMBERS/ 
LINE NUMBERS FOR EACH PAGE 



STORE DETAILS IN RANDOMLY ACCESSIBLE 
COMPRESSED CHUNKS OF DATA, ONE CHUNK FOR 
EACH PAGE 



GENERATE RANDOM, UNIQUE ID FOR 
ELECTRONIC TRANSCRIPT; STORE ID WITH 
PAGE DATA 



OPTIONALLY OBTAIN ADDITIONAL METADATA - TITLE, 
DATE, PLAINTIFF, WITNESS NAME, DEFENDANT, 
CASE NUMBER, ETC. 



CREATE SELF-CONTAINED ELECTRONIC 
TRANSCRIPT FILE WITH ALL DATA 



FIG.4 



Page 30 of 42 



o 





ENROLL IN 







SIGNING SERVICE 


► 



USER/ACCOUNT 
DATABASE 



HASH OF 
TRANSCRIPT 

4 




ELECTRONIC 
SIGNATURE BUNDLE 



SIGNATURE INFO 
BUNDLED WITH 
ELECTRONIC 
TRANSCRIPT 



SIGNED ELECTRONIC 
TRANSCRIPT 



6 

NOTARY 
RECORD 
PROVIDED 



REQUEST DIGITAL 
NOTARY RECORD 



FIG.5 



Page 31 of 42 



USERNAME USER NUMBER 



HASH OF 
TRANSCRIPT TEXT 



RECIPIENT 




CONCATENATE 



4 



CREATE MASTER HASH/FINGERPRINT 



TRANSMIT MASTER HASH/FINGERPRINT 
TO DIGITAL NOTARY SERVICE 



(DNS) 



DNS TIMESTAMPS & RECORDS MASTER 
HASH/FINGERPRINT IN ITS UNIVERSAL REGISTRY 



DNS GENERATES A DIGITAL NOTARY RECORD AND 
SENDS IT TO SIGNING SERVICE WEB SITE 
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EXTRACT SIGNATURE BUNDLE FROM 
THE E-TRANSCRIPT 



RECOMPILE HASH* OF THE TRANSCRIPT TEXT TO 
WHICH THE SIGNATURE APPLIES 



SEND SIGNATURE BUNDLE, RECOMPILED HASH AND 
DISPLAYED DETAILS OF THE SIGNATURE, INCLUDING 
SIGNER'S USER ID, SIGNER'S FULL NAME, UNIQUE 

TRANSCRIPT ID, RECIPIENT'S NAME, AND 
TRANSCRIPT TITLE TO THE VERIFICATION SERVER 



SIGNER USES THE PRIVATE SIGNING KEY TO 
DECRYPT THE SIGNATURE BUNDLE 



SERVER COMPUTES MASTER HASH OF THE 
DETAILS SENT FROM THE CLIENT 



IS COMPILED 
MASTER HASH 
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FAILURE 
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WITH THE GIVEN DETAILS ON THE GIVEN DATE. 



*RIPEMD-160 



FIG.7 



Page 33 of 42 



DELEGATE SIGNING PROCESS 



USER "D" PROVIDES THEIR USERNAME AND 
PASSWORD, AND THE USERNAME "U" OF SOMEONE 
THAT HAS NOMINATED USER "D" AS ONE OF 
THEIR DELEGATES 



USER "D" IS AUTHENTICATED AGAINST THE SIGNING 
SERVICE DATABASE (I.E. CHECKS THEIR USERNAME 
AND PASSWORD ARE CORRECT). ALSO CHECKS 
THAT USER "D" HAS BEEN DELEGATED SIGNING 
CAPABILITY BY USER "U" AND THAT THAT 
DELEGATION HAS NOT EXPIRED. 
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PROCEED AS PER SIGNING AS AUTHENTICATED 
USER "U" (SEE SEPARATE PROCESS.) 
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BATCH SIGNING PROCESS 



IDENTIFY MULTIPLE TRANSCRIPTS THAT NEED 
TO BE SIGNED (E.G. BY SELECTING THEM 
FROM LIST, OR PERFORMING A 
DATABASE QUERY). 

I 

FOR EACH TRANSCRIPT IDENTIFIED, IN TURN, 
PROCEED AS PER ANY OF THE SIGNING PROCESSES 
THAT HAVE BEEN DESCRIBED ELSEWHERE (E.G. 
NON-DELEGATE OR DELEGATE). 
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BUNDLING MULTIPLE SIGNATURES ON A SINGLE E-TRANSCRIPT 



CREATE A SIGNATURE FOR THE TRANSCRIPT 
PER A DESCRIBED PROCESS 



ATTACH SIGNATURE TO THE E-TRANSCRIPT AS THE 
NTH SIGNATURE ON THE TRANSCRIPT, WHERE N IS 
THE PREVIOUS NUMBER OF SIGNATURES ATTACHED 
TO THE E-TRANSCRIPT; THEN INCREASE N BY ONE. 
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DETERMINING CERTIFICATE PAGE AUTOMATICALLY 



N = LAST PAGE IN TRANSCRIPT 



WORK THROUGH EACH LINE ON PAGE N IN TURN 
LOOKING FOR TERMS THAT INDICATE THIS IS A 
CERTIFICATE PAGE. AT THE LEAST "CERTIFICATE" 
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USER (CT. RPTR)(DELEGATE) VISITS WEB SITE 



ENTER PERSONAL INFO 



OPTIONALLY ENTER BILLING INFO 



STORE INFO IN DB; CREATE ACCT & MARK INACTIVE 



USER PRINTS FORM SHOWING PERSONAL INFO 



USER SIGNS FORM: NOTARIZES 



USER SENDS FORM TO SIGNING SERVICE 



USER'S SIGNATURE IS SCANNED INTO IMAGE FILE; 
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ACCOUNT ENABLED 



TEMP PWD SENT TO USER 



USER ENTERS TEMP PWD & 
CHOOSES PERMANENT PWD 



IF BILLING INFO ASSOCIATED WITH USER'S ACCOUNT, 
USER CAN ELECTRONICALLY SIGN ELECTRONIC 
TRANSCRIPTS 
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USER SELECTS "CREATE ELECTRONIC TRANSCRIPT" 



TEXT OF TRANSCRIPT IMPORTED IF NEEDED 



OBTAIN THE UNAMBIGUOUS REPRESENTATION OF THE 
TRANSCRIPT INCLUDING THE PAGE NUMBERS/ LINE 
NUMBERS FOR EACH PAGE 



OBTAIN PAGE NUMBER(S) AND LINE NUMBER(S) WHERE 
THE COURT REPORTER WOULD SIGN THE TRANSCRIPT 



STORE DETAILS IN RANDOMLY ACCESSIBLE 
COMPRESSED CHUNKS OF DATA, ONE CHUNK FOR EACH 

PAGE 



ASSOCIATE SIGNATURE IMAGE WITH PAGE(S) WHERE 
COURT REPORTER WOULD SIGN THE TRANSCRIPT 
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GENERATE RANDOM, UNIQUE ID FOR 
ELECTRONIC TRANSCRIPT; STORE ID WITH 
PAGE DATA 



OPTIONALLY OBTAIN ADDITIONAL METADATA - TITLE, 
DATE, PLAINTIFF, WITNESS NAME, DEFENDANT, 
CASE NUMBER. ETC. 



CREATE SELF-CONTAINED ELECTRONIC 
TRANSCRIPT FILE WITH ALL DATA 
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